«IIpodpunaakTuka KHOEPNEPCTYNNHOCTH U MPECTYIJIEHUI, COBEPIIEHHBIX €
HCIO0JIb30BAaHNEM HH(OPMAIHOHHO-KOMMYHUKANNOHHBIX TEXHOJIOTHID)

Mamepuan noocomosnen
Ynpaesnenuem no npomusooeticmeuro kubepnpecmynHocmu
Kpumunanorou munuyuu YBJ/] ['poonencrozo obaucnonkoma

[loBcemMecTHOE BHEOPEHHWE W  HCIOJB30BAHWE  KOMITBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH, O€3yCIOBHO, CO3[a€T BO3MOXKHOCTU IS
oosiee A(PGEKTUBHOTO PaA3BUTUSI HKOHOMHKH, TMOJUTHUKHU, OOIIECTBA U
rocyaapcTsa B 1iesioM. OHaKO COBEPIIICHCTBOBAHKUE M IIPUMEHEHUE BHICOKHUX
TEXHOJIOTMI TPUBOAUT HE TOJBKO K YKPEIUICHHI0 WH(POPMAIIMOHHOTO
oOII[ecTBa, HO M TOSIBJICHUIO HOBBIX YIPO3, OJHOM M3 KOTOPBIX SIBISETCS
KOMITbIOTE€pPHAs TPECTYIMHOCTb.

PaccMoTpuM ~ OCHOBHBIE  YIpo3bl,  KOTOPHIM  IIOJIBEPTarOTCs
M0JIB30BATEIN B COBPEMEHHOM KHOEPIIPOCTPAHCTBE.

BUmIMHI — OJWH W3 METOJOB MOIICHHUYECTBA C HCIIOJIb30BAHHEM
COLMAIbHON HMHXeHepuu. OH 3aKIII0YaeTcsi B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJNIBb3YS TeNe(OHHYIO CBSI3b U BbIJIaBasi ce0sl 32 COTPYIHUKOB OaHKOB (MU
IPaBOOXPAHUTENCH, YTO OCOOEHHO YacTO MPOUCXOJUT B MOCJEAHEE BpPEMsi),
MO/ Pa3IUYHBIMHM TPEJIOTaMU BBISICHSAIOT y TOTEPIEBIINX CBEACHHUS O
HAJIMYUK OaHKOBCKUX IaTexHBIX KapTouek (mamee — BIIK), cpokax mx
neiictBusi, CVV (CVC)-kogax, macmopTHBIX JaHHBIX, CMC-KOJax C IEJIbI0
XUIICHUS JICHe)KHBIX CPEACTB. B psije ciaydaeB 3JI0yMBINIJICHHUKAM
W3BECTHBI HEKOTOpbIe pekBU3UTHI BIIK, a Takke aHKETHBIC TaHHBIC JIUII, Ha
UM KOTOPBIX OHU YMUTHUPOBAHBHI.

B OGonpmmHCTBE cilydaeB MPU COBEPIICHUU 3BOHKOB MOTEPIICBIINM
MPECTYIMHUKN UCTIONB3YIOT [P-Tenedonuto, koTopas mo3BoJIsIeT MACKUPOBATh
TernedoHHBIE HOMEpa Mol HoMepa OelopyCCKUX omepaTropoB cBsizu. Kpome
3TOr0, 3a4acTyl0 3JIOYMBIIUICHHUKH HCIIONB3YIOT MecceHkepbl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXHOCTb  HCIIOJIb30BaHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPECTYIMHUKA MAaCKUPYIOTCS 10| JIOTOTUIIOM
y3HaBaeMbIX OEJIOPYCCKUX OAHKOB, BBOJS B 3a0JIyIACHHE TOTCHIIMAIbHBIX
KEPTB.

3/I0yMBINIJICHHUKA  3BOHST JKEPTBE W OT HMEHH OaHKOBCKOTO
COTPpYAHHKA COOOINAOT, YTO HEOOXOJUMO OCYIIECTBUTH KaKue-Irudo
neiictBus ¢ BIIK, Tak kak KTO-TO OO MBITAETCS MOXUTUTD C HEE IEHEKHDBIE
cpeacTBa, OO oQOpMIISIET KPEauT, JUO0O0 MPOU3BOIUT IOJI03PUTEIIHHYIO
omiaTty. 3aBJIaJIecB PEKBU3UTAMU KapThl, MPECTYIMHUKHA OCYIIECCTBIISIFOT
XUIIEHHUE JIEHEKHBIX CPEJICTB ¢ OAHKOBCKOTO CYETa MOTEPIEBILIETO.

B mnocnennee Bpemsi HauOosiee akTyaldbHas cxeMa — MOOYXICHUE
KEPTBBI OTKPHITH KPEAUT. 3IIOYMBINIJICHHUKN COOOIIAIOT KEPTBE O TOM, YTO
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SKOOBI KTO-TO TIOCTOPOHHHH MBITACTCSI OTKPBITh KPEAUT HA €€ UM, U JIS €T0
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITEIbHO OOpaTUThCS B OAHK U OTKPBITH
KPEJIUT, NEepPEeCiiaB BIIOCIEICTBUU PEKBU3UTHI CUETA.

@AMHT — BUJ] UHTEPHET-MOLIEHHUYECTBA, 1IEJIbI0 KOTOPOTO SIBIISETCS
MOJIydeHUE JOCTyNa K KOH(HUICHIHUAIbHBIM JaHHBIM I[OJb30BaTeNed —
JorMHaM U mapoisM. PUIIMHT HCHONB3YeTCs M MOJMY4YeHHUs JOCTyna K
YYETHBIM 3allUCSIM  TOJb30BaTENIed CaMbIX Ppa3JIMYHBIX PECYpPCOB, HO
3a4acTyI0 OH MPUMEHSETCS JJI XUIIECHUS TAaHHBIX MOJIb30BATENC TOPrOBbIX
OHJIAWH-TUIOIIAIOK.

JInst 3TOro 37M0YMBINUICHHUKH MOAMEHSIIOT CTPAHUILY HCIOJIb3yEeMOTO
YKEPTBOU MHTEPHET-CEPBHUCA HA MOIICHHUYECKYI0, KOTOpasi BHEIITHE SIBISIETCS
JBOMHUKOM OpuruHasia. OUITUHTOBAas CTPaHUIA MOXXET UMETh CXOJICTBO C
pasHeiMu cepBrucamu: Kufar, benmoura, ciyx060i1 nocraBku, 6ankamu, EPUIT
U T. . B COOTBETCTBUU C 3TUM MOXKET HCIOIb30BATHCS PA3HBIN MPEJIOT JJIst
nepexojia Ha CTPAHUIy MPECTYMHUKOM (3a0paTh 3a4KCIICHHBIC UM JICHBIH,
MOATBEPJUTh TOJYYEHUE TOCBUIKM Ha IOYTEe WM B CIyXkOE€ I0CTaBKH,
MOATBEPJUTHh MPHUEM CPEJCTB HA OJHOM M3 OaHKOBCKHUX CEPBUCOB M T.I.).
HeBHuUMAaTENbHBIN MHTEPHET-NIOIH30BATEIb MOXKET U HE 3aMETUTh MOJMEHHI,
TaK KakK T0J0OHBIE CTPAHUIIBI BHU3yaJIbHO CXOXH C odopMieHueM
OpUTHHAIBHBIX caiitoB. Korma monp30BaTens 3aXOJUT Ha  TaKyko
MOJJETBHYI0O CTpPaHUIy W BBOAWT JIOTUH W TApoJib, OHH CTAHOBSTCS
JOCTYITHBI MOIIICHHUKAM.

CTOUT OTMETUTH, 4YTO TMPUMEHsSEeMass 3JOYMBINUICHHUKAMH CXeMa
XUIIEHUNA XapaKTepHa He ToJibko s bemapycu. CTonb k€ CHCTEMHO 3TH
NPECTYIUICHUSI COBEPINAIOTCS B OTHOIICHUM IOJb30BaTENEH  CXOXKHUX
pECypcoB, OpUEHTUPOBAHHBIX Ha WHbIE rocyaapcTBa CHI': Poccuu (avito.ru),
Ykpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

CBaTMHr — 3aBEJIOMO JIOKHBIM BBI3OB MOJIMIIMHU, aBapUHHO-
criacaTeNbHBIX CIYKO, TyTeM (QalbIIMBBIX JOXKHBIX COOOIIEHHH 00
OMACHOCTH (HampuMmep, 0 MUHUPOBAHUH, YOUNUCTBAX, 3aXBaTe 3aJ10KHUKOB).

CBaTUHT B TIEPBYIO OUepe/b PACIPOCTPaHEH B Cpejie, Te JI0IU, Yale
BCEr0 MOJIOJIbIe, OOBEAMHSAIOTCS 110 KaKUM-TO 1eisiM. Hanmpumep, B oHITaiH-
urpax. ¥ HUX €CTh TEPMHUH «BbI3BaTh MIJIMIIUIO HA JIOM» — KOTJa JJIsl TOTO,
qTO0BI, K TPHUMEpPY, JOCAJAWTh OOHMIYMKY, €My Ha JOM BBI3BIBAIOT
IPaBOOXPaHUTENCH, TNO0 COOOIIAIOT O MUHUPOBAHUH KaKOT0-T00 00BEKTa.

B mocnegnue roapl cBaTMHT M3 3a0aBbl JIIOOMTENCH OHIANMH-UTP WU
XaKepOB TPEBPATWICS B MAacCOBO€ SIBJICHHE U OOJBIIYI0 TpoOieMy s
MPaBOOXPAHUTEIBHBIX  OPraHOB  pa3nWYHBIX  cTpaH. (OOmecTBeHHas
OMAaCHOCTh TaKUX JACSHUM COCTOUT B TOM, YTO 3aBEIOMO HEIOCTOBEPHBIC
CBEJIEHUS JE30pPTaHU3yIOT HOPMAIbHYIO paboTy OOBEKTOB TpPaHCIOPTA,
OPEANPUITHI, TOCYJApCTBEHHBIX OPraHOB U YUPEXKICHHUM, OpraHu3alui
HE3aBUCUMO OT (DopMbI COOCTBEHHOCTU. B CBOIO odepenb, 3TO MPUUUHSET
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CYILIECTBEHHBI SKOHOMHYECKUI BpeJ] KaK CyObEKTaM XO3sIIICTBOBAHHUSI, TAK U
rpaxxganaM. [Ipu 3ToM mHpOpMaLUs O BO3MOXKHOM B3pbIBE, MOIXKOTe JHOO
UHBIX JIEUCTBUSX, NPEANOJaralouMx TSHKKUE TMOCIEACTBUS, CHOCOOHA
MOCEsITh MAaHUKY CPEeIM HACeNeHUS U BHECTH HEyJ00CTBa B MOBCEIHEBHYIO
KU3Hb.

CrouT OTMETUTh, YTO OTBETCTBEHHOCTh 33 JTO MPECTYILICHUE
HactynaeT ¢ 14 ner. Hakazanue — mrpad, apect, orpaHudeHrue cBOOOIbI Ha
CPOK 10 IATH JIET WIM JIMIIEHHWE CBOOOABI Ha CpPOK A0 cemu JieT. Ecnu
peOeHKy, COOOIMBIIIEMY O JIOKHOM MUHUPOBAHHUM, HE UCIIOTHUIIOCH 14 neT,
HACTynaeT aJMUHUCTPATUBHAs OTBETCTBEHHOCTb pOJUTENEH, a peOeHKa
CTaBST Ha y4ET B MHCIIEKLIHIO IO JEIaM HECOBEPIICHHOJIETHUX.

DoS — 310 araka Ha BBIYUCIMUTEIBHYIO CUCTEMY C LENbIO JOBECTH €€
710 OTKa3a, TO €CTh CO3JaHKie TAKUX YCJIOBHI, MPU KOTOPBIX T0OPOCOBECTHBIE
IIOJIb30BATENM CUCTEMBlI HE MOTYT IOJIYYUTh JOCTYN K NPENOCTABISAEMBIM
CUCTEMHBIM pecypcaMm (cepBepam), JuOO OSTOT JOCTYN 3aTpyaHeH. B
Hacrosmee BpeMa DoS m DDoS-araku momysispHBI TE€M, YTO MO3BOJISIOT
JIOBECTH J0 OTKa3a MPAKTUYECKH JIFOOYIO CUCTEMY.

OOBIYHO aTaka OpPraHU3YyeTCs MPU MOMOIIU TPOSHCKUX MPOTrpaMM.
[IpenBapurenbHO  TPOSIHBI  3apa)kKarOT ~ HEAOCTATOYHO  3aIUILCHHBIC
KOMITBIOTEPBl OOBIUHBIX MOJB30BAaTENE U MOTYT JIOBOJIBHO JOJITOE BPEMSI
HUKaK ce0si He MPOSBIATH HA 3apaXKEHHOM KOMIBIOTEpE, OXKHUAas KOMaHIbI
OT CBOEro xo3simHa. KoMmbroTep MOXKET NMOABEPTHYTHCS TAaKOM aTake MpHU
MOCEUIEHNH PA3JIMYHBIX 3aPAXKEHHBIX CAWTOB, NMPHU MOJYYEHUN DJIEKTPOHHOMN
MOYTHl WIH MPU YCTAHOBKE HEJTULEH3MOHHOTO MPOrPaMMHOT0 00ecreyeHusl.
Korzaa 310yMbIlIIJIEHHUK COOMpAETCsl Ha4aTh aTaky, OH JaeT KOMaHAy, U BCE
paHee 3apa)K€HHbIE KOMIBIOTEPHI HAUMHAIOT OJHOBPEMEHHO CJaTh 3aIIPOCHI
Ha CaUT-XKEPTBY.

HaunGonee wmaccoBas Do0S-ataka B benapycu Obuia mpowu3sBeneHa
SKCTPEMUCTCKUMH KaHaiamu B 2021 roay. 310yMBINUIEHHUKH, HAMEPEHHO
yTauBas uHGopMaIuoo o0 yroJloBHOM OTBETCTBEHHOCTH 3a ydactue B DOS-
aTake, NpPUBJIEKIM K YyyacTuro B Hedl Oonee 10 Thicsu rpaxaan
(MpeuMyIEeCTBEHHO W3 4uciaa MoJioAexu). [lpakThuecku Bce y4YaCTHHUKHU
ATOr0 MPOTUBOMPABHOTO JACHCTBUA OBUIM YCTAaHOBJIEHBI, a Haubosee
aKTUBHBIC U3 HUX ObUIM MPUBIIEYEHBI K YTOJIOBHOM OTBETCTBEHHOCTH.

I'pyMHHI — 3TO BXOXEHHE B3POCIIOTO YEJIOBEKa B JJOBEpUE K peOCHKY
C  LEIbI0  CEKCYAJIbHOTO  CaMOYZOBJIETBOPEHHs.  3JIOYMBIIUICHHUK
JUCTAaHLIMOHHO HAIIYyIbIBAE€T CBS3b C PEOCHKOM 4Yepe3 COIMAbHBIE CETH,
MECCEHKEPBI, OHJIAMH-UTPBI, JIEKTPOHHYIO NOUYTY. 3aTEM MOKET BBIHYINUTH
pebenka mnpucinaTh @ororpaguu HMHTUMHOTO XapakTepa, BOBJIEYb B
U3TOTOBJICHHE TMOPHOrpaUUYECKUX MaTepuasioB, CKJIOHUTh K WHTUMHOMN
BCTPEUYE B PEAIBHOCTH.
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OT rpyMUHra OTJIMYAIOT CEKCTUHI — 3TO TNEPEeChUIKa JIMYHBIX
dbororpaduii, COOOIIEHUH  HHTUMHOIO  COJIEPXKAHUSI  TOCPEACTBOM
COBPEMEHHBIX CPEJICTB CBSA3U: COTOBBIX TEIE(OHOB, JIEKTPOHHOU MOYTHI,
COLIMAJIbHBIX UHTEPHET-CETEH.

[Topoit mox BIUSTHUEM CUTYyallMU WJIA SMOLUM, MOXET MOKA3aThCs, YTO
nepeciarh Takue (Gporo — xopomas uaes. Yaiie Bcero mapHd M JEBYIIKU
JeNnaloT A3TO0 (GIuUpTys, MOANABIIMNCh HACTOMYMBBIM yTOBOpaM, IMbITAsACH
pa3Biiedb CBOUX JIPY3€id, UTOOBI MOJYYUTh UX MPU3HAHUE (Yallle epechUIaloT
qyKue (OTO, YTOOBI MOXBACTATHCS), WM K€ MPOCTO OTOMCTUTBH. JTa UJIEd,
OpsSIMO  CKaXXeM, HE O4YEeHb  XOpollas: 3JIOYMBIIUICHHUK  MOXKET
BOCITOJIb30BaThCS TAKOM IOBEPUUBOCTHIO BO BPE/I.

Ku0epOy/utHHT — TpaBiid MOJb30BATENSl YEPE3 BCE KaHAJIbl CETEBOIO
OOIIIeHNs: COIMaIbHBIE CETH, (OPYMBI, 4YaThl, MecceHxkepbl. [IpoBoaUTH
TPaBII0 MOTYT KaK OJHOKIACCHUKH, WHTEpPHET-IpYy3bs U T.O., TaK U
COBEPILIEHHO ITOCTOPOHHUE JFOU.

Ota dopMma MCUXOJOTHYECKOTO0 TEPpOpa MOXKET NPUHUMATh pPa3HbIC
o0JIMUMs: OCKOpOJIEHUSI dYepe3 JIMYHbIE COOOIIeHUs, MNyOauKanus u
pacrpocTpaHeHHe KOH(PUIACHIIUAIBHOM, MPOBOKAIIMOHHOW HHGOpPMAIMHU O
xKepTBe; (usmdeckas arpeccuss U Tak ganee. [Ipuumubl kuOepOysMHra:
YyBCTBO MPEBOCXOJICTBA, 3aBUCTh, YYBCTBO MPEBOCXOJCTBA HAaJ CONIEPHUKOM,
YyBCTBO COOCTBEHHOM HETOJHOIIEHHOCTH, CAaMOPEaTH3aIlnsl.

Ocobo criemyeT OTMETHTH CIOCOO BO3ACHCTBUS 3ampelleHHBIM
KOHTEHTOM. PeOeHKy MOTryT NOKa3bIlBaTh MOpHOrpadUyuecKue MaTepHualbl,
HAHOCS ylIepO MCHUXHUKE, TaK Kak M300pa)K€HHOE CO BPEMEHEM IepecTaHeT
BOCIIPUHUMATHCS PEOCHKOM KaK aMOpaibHOE TTOBEICHHUE.

¥Yrpo3a HOBOTO BpeMEHU — TaK Ha3blBa€Mble Ipynibl cMepTu. M x0T
OOBIYHO CO3JATENISIMU TAaKUX TPYII SBISIOTCS CaMH TMOAPOCTKH (1enbh —
«XauMmy, XKaxaa OCTPhIX OUIYIICHUH, JKEIIAHUE TOMHUHUPOBATH U YNPABIATH
IpYyruMHU), B TOJOOHBIX TPYyIIax Cco3AaeTcs  OJarompusTCTBYIOIIAS
aTMocdepa s KyJIbTUBUPOBAHUS CYHITNIATBHBIX HAMEPEHUH.

MOIEHHHUYECTBO B COLHCETSAX

B Hacrosmee Bpems 0co00 aKTyaabHON CTAaHOBUTCS MPOOJIeMa 3aIUThI
aKKayHTOB B COITMAJILHBIX CETSAX M MPOTHUBOACHCTBUS pa3IndHBIM (popMaM u
BHaM MoOIlIeHHHYecTBa. HanOosee TUIIMYHBIE CITOCOOBI OOMaHa B COICETIX
CEroHs TAKOBBIL:

IlIpeoonnama

3II0yMBIIIUICHHUKH Pa3MEIIaloT OOBSABICHHS O MPOAaXe KaKHUX-THOO
TOBApOB IO OPOCOBBIM II€HaM, HO JIJIS €ro MOJIydYeHHUs (SKOOBI TOCPEICTBOM
MOYTOBOM TEPEChUIKM WJIM CIYXObl JOCTAaBKH) TpeOyeTcs IepedyucieHue
npeoTUIaThl WM 3a/aTKa Ha YKa3aHHBIE «IIPOJIaBIIOM» OAHKOBCKYIO KapTy,
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AJIEKTPOHHBINA KouenaeK. OObIYHO MOCe MEePEUMCICHHs 0KHJIaeMblii TOBAp
TaK ¥ HE ITOCTYNAET, a IIPOJABEL NIEPECTAET BBIXONUTH HA CBA3b.

Lllanmaosic u 6vimozamenscmeo

B  HexkoTOopbIXx cllydasxX 3JIOYMBIIUIEHHUKHM MOTYT  YIpOXaTb
pasriiallieHueM  pa3IMyHbIX KOMIPOMETHPYIOLUIUX CBEIEHUH C LEJIbIO
BBIMOTaTENIbCTBA.

CouunanpHble CeTM — 3TO KIaJe3b MNEPCOHAIbHON HH(pOpPMAUU O
yenoBeke. lloydMB HECAHKIMOHUPOBAHHBIM JOCTYyH K CTpaHULIAM B
COLIMAIBHBIX CETSAX, IEPENUCKE DJJIEKTPOHHBIX MOYTOBBIX AIIUKOB H
0oO0JaYHBIM aKKAYHTaM W 3aBJIaJIeB U300paKEHUSIMH, HE TIPEeIHA3HAYEHHBIMU
Ui MyOJMYHOTO MPOCMOTPA, MPECTYIMHUKH BCTYNMAIOT B MEPEHHUCKY C
NOTEpPNEBUINMH, TpeOys pa3Hble JCHEKHbIE CyMMbl M Yrpoxkas B cCiydae
OTKa3a pacIpOCTPAaHUTh UX B NHTEPHETE.

Ounaitn-uzpol
Nunyctpus mpou3BOJICTBA UTP JUISl MEPCOHAIBHBIX KOMIIBIOTEPOB U
MOOUWJIBHBIX Ta)KETOB [JIaBHO CTaj0 BBICOKOJIOXOJHBIM OuzHecom. He
VAUBUTEIBHO, YTO TIOBBIIICHHHIM BHUMAHHEM OHA TOJB3YETCS HU Y
MOIIEHHHUKOB. [[€HHOCTh TYT MPEACTABISIOT U AKKAyHTHI MOJIb30BATENICH, K
KOTOPBIM HEpeAKo npuBs3aHbl pekBu3nThl bBIIK misg mokynku HUrpoBbix
NPEUMYIIECTB, W KOJUIEKIIMOHHBIE MPEIMETbI, KOTOPbIE HMIPOKH TaK¥kKe

HEPEJKO MPUOOPETAIOT 3a PeabHbIC JCHbBIU.

Poocmeennuxk coeepwun /[ TI1

B  nocnenHee  BpeMs  ydyacTWIMCh — ciyyau  Tele(OHHOIo
MOIIICHHUYECTBA. Hampumep: MOXKWIOMY 4YEIOBEKY 3BOHHUT MO TenedoHy
HE3HAKOMEI[ M, MPEJCTaBIISISICh CHIHOM, JIOYEPbIO, BHYKOM, 3asBisieT: «S1
nonan B JITII! Mue cpouno HyxHa nmoMois!». Ecnu Bo3HHKaeT BOpoc, 4To
C TOJIOCOM, Ha JIPyrOM KOHIIE MPOBOJA OTBEYAIOT, UYTO «IOCTPaAaBIIUI
MOBpenl TyOy, BbIOWI 3yObl, Ha3bIBAIOT JPyrue€ MPUUYUHBI, 3aroBapuBas
JKEPTBY, HE OCTaBJSIOT IIIAHCOB Ha pasyMmHbie aeiicTBus. Ilocrme wyero
«POJCTBEHHUKY» TIepesaeT TPYOKy SKOOBI COTPYIHUKY MPABOOXPAHUTEIIBHBIX
OpraHoB, KOTOPBIM BEIET JaIbHEUIIHUN pa3roBOP M BBHIMAHWUBAET JEHBIU,
JaBasi MOHSITh, YTO CHUTyalusi KpuTuuHas. [[oXKWUIION 4YeoBeK Ha SMOLUSX
coriamraercsi Ha Bce ycioBus. [locme Oecenpt 1o TenedoHy K HEMy
npue3kaeT Kypeep W 3a0upaeT jAeHbIW. MHOrma o MOIICHHUKH
MPEJCTABIISIIOTCS COTPYJIHUKAMH MUJIMLIUK JIMOO clenoBarensamMu. ['oBopsIT,
YTO OJM3KUU POJICTBEHHUK, CHIH WJIM JI0Yb, COBEPIIMJIM aBapui0 U COMIM
yenoBeka. M yToObl M30€kaTh OTBETCTBEHHOCTH, HEOOXOAMMO 3aIljIaTUTh
nenbru. Ecim cobeceHUK coruaimiaercsi, OH Ha3bIBae€T aJpec, U BCKOPE K
HEMY MPUXOJUT YEJIOBEK U 3a0UPAET JCHBIU.
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COBETHI ITO BE3OITACHOCTH

- HUKOTJIa, HHKOMY U HM NPU KAKUX OOCTOATENIbCTBAX HE COOOIIaiTe
PEKBU3UTHI CBOMX OAHKOBCKHMX CUYETOB U OaHKOBCKHUX KapT, B TOM YMHCIIC
JUIAM, MPEICTABUBIIUMCS COTPYJHUKAMHU OaHKa WA MTPaBOOXPAHUTEIbHBIX
OpraHoB;

- HE cJIelyeT coo0IaTh B TeIe(OHHBIX Pa3roBOpax U MPU OOIIEHUU B
COIICETSAX TOJIHBI HOMEp KapTO4YKH, Cpok ee neictBus, kog CVC/CVV
(Haxomsiuecss Ha OOpaTHOW CTOPOHE KapThl), JIOTMH U MapOJb K UHTEPHET-
OAHKWHTY, TACIIOPTHBIE JTaHHBIE, KOJIOBOE clOBO (1udpoBoit komx) u3z SMS-
COOOIIEHHI;

- B CJIy4yae MOCTYIUICHUSI 3BOHKA «OT COTPYJHUKA OaHKa» HEOOXOIUMO
YTOYHHUTH €ro (paMujInio, HoMep TenedoHa, mocie 4ero 3aBepiiuTh pPa3roBop
Y CaMUM TO3BOHUTH B OaHK WJIM B KPYTJIOCYTOUHYIO CITYK0y cepBUCa, HOMEP
KOTOpOW HamucaH Ha OOOPOTHOM CTOpOHE IiaTexHOW kapThl. CoolmuTte o
cinyuuBiiemcsa. Ckopee BCEero, HUKaKMX HECAHKIMOHUPOBAHHBIX OMEpaIui
He OBIJ10, M HUKTO M3 0aHKa HE 3BOHMUII;

- B ClIy4dae IIOCTYIUIEHMs 3BOHKa «oT mnonasmero B JTII
POJICTBEHHUKA» JTUOO «COTPYJHHMKA MUJIMIUU» HEOOXOAUMO YTOYHUTH €ro
dbamunuto, HoMep TenedoHa, MOCIe Yero 3aBepIIUTh Pa3TOBOP U CaMHUM
MO3BOHUTH JAaHHOMY, JIMOO MHOMY POACTBEHHUKY OO HHOMY APYrOMY
JUIy Y KOTOPOMY MOKHO TIepenpoBeputh uHpopmaruto. Jlanee,
HE3aMEeJIUTETLHO COOOIIUTh O JaHHOMY (paKTe B MUJIUIIMIO U HU B KOEM
cilyuae He MepeiaBaTb HUKOMY JIEHEKHbBIX CPEJCTB;

- B TOM clly4dae, €clid C UCIoJIb30BaHueM Baiiero cuera u mpaBja KTo-
TO OyJeT MBITaThCS COBEPIIUTH HECAHKIIMOHHUPOBAHHBIC OMEpaluu U OaHK
TO 3aMETUT, TO €ro COTPYJAHUKH CIE€pBa HWHUIMATUBHO 3a0JIOKHUPYIOT
OAHKOBCKYIO MJIATEKHYIO KapTy, 3aTeM cooOmar Bam mpuunHy mpuHSATOTO
penieHust (HU4ero He yTOUHSS) U IPUTIIACAT MOCETUTh OaHK C MACTIOPTOM ISt
MOJIYYCHHS] HAJIUYHBIX JICHEKHBIX CPEJICTB M HANMCaHUS 3asBJICHUS Ha
MEPEBBITYCK KAPTHI;

- HM B KOEM Cllyyae HE MPEJOCTaBIIIUTE JOCTYNl K MOOWJIHLHOMY
YCTPOMCTBY mOCTOpOoHHMM Jimnam! Hwukorma He ycraHaBiuBalTe IO
npoch0aM HE3HAKOMBIX JIMI] MPOTPAaMMbl yIaJ€HHOTO JOCTyIa, TaKue,
Hampumep, kak «AnyDesk», «TeamViewer» u gap. He cooOuraiite
HE3HAKOMBIM JIUIIaM CE€aHCOBBIE KOJbI! Uepe3 3TH MpUIoKeHUsT MOIICHHUKH
MOTYT MOJYYHUTh JOCTYIl K MOOMJIBHOMY MPHUJIOKECHUIO MHTEPHET OaHKWHTA
Ha Baiem ycTpoicTBE U COBEPIIUTh XUIIEHHUE JICHEXKHBIX CPEACTB. Y UTHUTE:
COTpYAHUKH OaHKOB HHUKOTJAa HE HWCTIOJB3YIOT IS CBA3U C KIHCHTaAMHU
mecceHmkepsl («Vibery, «Telegramy, « WhatsApp»);

- B HACToOsilee BpEeMs TMPOCTO HEOOXOJMMO HaJIUYuMe BTOPOU
OaHKOBCKOM MJIATEKHOM KapThl, HE MPUBSI3aHHON K OCHOBHOMY OaHKOBCKOMY
cuery (Hampumep, 3apIiaTHOMY). DTOW KapTOM pPacCUUTHIBAUTECH B CETH
WuTepHeT, 3apaHee MOMOJHAA €€ Ha HEOOX0IUMYI0 cyMMy. B TakoMm ciyuae
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Bbl cMoxkeTe 00€301acuTh CBOM OCHOBHOM OaHKOBCKUH cueT. MHorne 0aHku
NpEeUIaraloT CBOUM KJIMEHTAaM YCIYTYy BBIIIYCKAa «BUPTYAJIbHOM KapThD».
[Iponiecc ee OTKphITUSA HE TpeOyeT TMOCEIIeHUs KIMEHTOM OaHKa H
IpEACTABISIET cO00M TOCTaTOYHO OBICTPHIN mponecc. B utore Bol cTanere
oOnagaTesieM JJICKTPOHHOIO aHajora OaHKOBCKOW KapThl, IMOCPEIACTBOM
KOTOPOW CMOKETE PacCUMTHIBATHCS 3a YCIyru B ceTu VHTepHeT 0e3 pucka
CKOMIIPOMETHUPOBATh OCHOBHOM OaHKOBCKHI cueT. [Ipocto mepen oriaroi
MIOTNIOJTHUTE €€ HEOOXOJAMMON CyMMOM C OCHOBHOM KapThl - W HHUKaKHX
npobiiem!;

- KaX[bIi Biajesnel 0aHKOBCKUX IUIATEXKHBIX KapT MOXKET HACTPOUTh
COOCTBEHHBIM aJIrOpUTM O€30MaCHOCTH MpPU MX HCMONb30BaHUM. JIis
oOecreueHrs COXpPaHHOCTH JICHEXKHBIX CPEACTB, PpPa3MELIEHHbIX Ha
OAHKOBCKUX CuUeTax, KaKIblil aepkaTellb KapTOUYKH MOCPEIACTBOM CHCTEM
JUCTAHLIMOHHOTO  OaHKOBCKOTO  OOCHY’>KMBaHUSI  MOXET  YCTaHOBUTH
WHIUBUIyaIbHBIE OTpaHUYEeHHUS (IUMUTHI/3anpeThl). Cpead OCHOBHBIX -
clenymomme: noakirdeHue  TexHoiorunm  3D-Secure  (oOs3arenbHOE
MIOATBEPKIACHUE OIEpallMii, COBEPIIAEMBIX JEPKATEIAMU KAPTOYEK C
NPUMEHEHHEM HUX PEKBU3HUTOB B ceTu VIHTepHeT); ycTaHOBJIeHHE OaHKOM-
DMUTEHTOM  OIPAHMYEHHWE HA MPOBEACHUE  PACXOJHBIX  OIEpaLHi
(MakcUMalIbHasi CyMMa M KOJIMYECTBO OIEpalui B ONPEAEICHHBIM MEepHO/I
BPEMEHHN); BO3MOXKHOCTh CaAMOCTOSITEIbHO YCTAHABIMBATh OrPAHUYEHHUS (Ha
IIPOBEACHUE oOnepauuil B ceTu MHTEepHET, Ha COBEpIICHUE OIEepaluil B
KOHKPETHOM CTpaHe, Ha COBEPILIEHUE OT/ACIIbHBIX BUIOB ONEpaIUii);

- Uil JIOCTyna K CHCTeMaM JUCTaHIIMOHHOTO OaHKOBCKOI'O
0OCITy’)KMBaHUS U JTUYHBIM aKKayHTaM HEOOXOAMMO HMCHOJIb30BaTh CIOXKHBIE
napojiy, WCKIIYAloIMe BO3MOXHOCTh HX moadopa. Pexomenmyercs
COCTaBJISITh KOMOMHAILMK MapoJyie He MeHee yeM U3 12 3HakoB (Uu@pHI,
OYKBbI M CUMBOJIBI B pa3HOM peructpe). CoznaBaiiTe yHUKalIbHBIE MApOIH
JUISL KaXXZIOro cepBHCa B OTIAEIbHOCTH. CTOWT BO3JEpXkKATbCA OT MapOJIEH,
COCTABJICHHBIX M3 JAT POXKJEHHUS, UMEH, (aMUIIUK - TO €CTh Te€X, KOTOpbIE
JeTKO  BBIYMCIUTH U3  OOLIEAOCTYMHBIX HMCTOYHHKOB  HH(pOpPMAILUU
(HampuMep, TexX K€ COLUMaIbHBIX ceTeil). Takxke cienyer peryisipHO MEHATh
napoiv, 4yeM yame - Tem Jiydme. [lonb3yiTech TOJIBKO MNPOBEPEHHBIM
MEHEKEepaM naposien!;

- IpU MOCTYIUICHUM B COLMAJIBHBIX CETAX COOOIICHHH OT JuL,
COCTOAILMX B KATETOPUH «IPY3bs», C MPOCKOAMU O TMPeaoCTaBICHUU
PEKBU3UTOB OAHKOBCKHMX ILJIATEXKHBIX KapTOYEK - HE CIENYeT Ccpa3y ke
OTBeYaTh Ha NMoJ00HBIE coolieHus! Hepenko Takue nmpockObl pacchlIaloTCs
OT UMEHM APYy3€H MNPECTYNMHUKAMH, B3JIOMABIIMMHU AKKAYHT B COLMAJIbHOU
CEeTH U MOJYYMBIUMMH JOCTYI K KOH(UIECHIHATIbHOU nepenucke. [loatomy
CHayaJla HEOOXOJIMMO CBSI3aThCS C 3THUM YEJIOBEKOM (1Mo TenedoHy, JIMYHO
BCTPETUTHCA) U YTOUHUTD, JEHCTBUTEIBHO JIM OH HY>K/1a€TCs B IOMOLIY;
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- B LEISIX 3alllUThl YCTPOMCTB HEOOXOAUMO HCIOJIb30BaTh
JULEH3UOHHOE  MPOrpaMMHOE  OOecnedeHHe, peryjipHo  OOHOBISATH
nporpaMMHOE OO€CIIEYEeHHE U ONEPALMOHHYI0 CHCTEM. Y CTaHOBUTh
AHTUBHPYCHYIO MPOrpaMMmy CJEAYeT HE TOJbKO Ha IEPCOHAIBHBIN
KOMIIBIOTEP, HO U Ha CMapT(OH, IJIAHILET U PETYJISIPHO OOHOBIIATS €€.



