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IMPOPNIAKTUKA ITPECTYIIVIEHUH, CBA3AHHBIX C
HEITPABOMEPHbBIM 3ABJIAIEHUEM PEKBU3UTAMUA
IHJTACTUKOBBIX BAHKOBCKHUX KAPT U XUINEHUEM
CPEJACTB C KAPT-CUHETOB I'PAXKJIAH, A TAK’KE B COEPE
BBICOKHMX TEXHOJIOI'MHN

Mamepuan noocomosnen
ynpasnenuem Cnedcmeenno2o komumema Pecnyonuxu Benapyco
no I poonenckoui obracmu

Ha ceropnsimauii neHs O0opb0a ¢ KHOEpPHIPECTYMHOCTbIO — OJHO U3
IIPUOPUTETHBIX HANPABICHUN B JEATEIBHOCTU BCEH NPABOOXPAHUTEIBHOU
cucteMbl Pecniyonuku benapych u CeicTBEHHOTO KOMUTETA B YACTHOCTH.

AKTyalnbHOCTh ~ 3TOro  OOYCIIOBJIEHa  3HAYUTEJIbHBIM  YHUCIOM
NPECTYIUICHUH, COBEpPLIAEMBIX C HCIOJb30BAaHUEM HH(POPMALMOHHO-
KOMMYHUKAIIMOHHBIX TexHoJioruk (nanee — MKT), mons KOTopbIx cocTaBiseT
TPETh OT OOILEro 4ucia BCEX 3aperuCTPUPOBAHHBIX YTOJIOBHO-HAKa3yeMBbIX
JICSTHUM.

[Tonasisronryto 4acTh MIPECTYIUICHU, COBEPLIEHHBIX C
ucnonp3oBanneM MKT, coCTaBISIIOT XHILIEHUS JEHEXKHBIX CPEICTB C KapT-
CUETOB I'paxkJaH MyTEM 3aBIaJCHUSI PEKBU3UTAMU 0AHKOBCKHX IJIACTUKOBBIX
Kapr.

B I'pognenckoii o0nacTu Takue NesHHUS (PUKCUPYIOTCA €KETHEBHO,
HEpeaKo 3a CyTKu 0osee 10 Takux XUICHUH.

IloreprieBmmMu  OT HHMX SABJISIIOTCS.  BCE CJIOM  HACEIICHUSA —
pernojaBaTesid, CTYIAEHThl, MEAUIMHCKHE pPAaOOTHUKH, MEHCUOHEPHI,
0e3paboTHbIE, JHIA, HAXOMSAIIMECS B OTIYCKE MO YyXOAYy 3a pPEeOCHKOM B
BO3pacTte 10 3-X JIeT, a Takke paOOTHUKH PA3IMUYHBIX OpraHU3alUil u
MIPEANPUATHN.

Bce gaie uMeroT MecTo Ciiydan 3aBJIaICHUS KPYITHBIMU CYMMaMH.

[IpyuumnHBl U yCIOBUS, CIOCOOCTBYIOIINE COBEPLICHUIO MPECTYIUICHUI,
KaK MpaBWiIO OECIEYHOCTh CaMUX MOJIb30BaTeNel, a UMEHHO JaepiKareneit
OAHKOBCKMX KapT, WX MW3JIMIIHAS JOBEPUYMBOCTb, HEOCMOTPHUTEIIBHOCTb,
HEOCBEJIOMJICHHOCTh O CIOCO0aX 3alllUThl U KOMIPOMETALMU IJIATEXKHBIX
PEKBU3UTOB.

YTro0BHO-HaKa3yeMbIE NESTHUS Ha3BaHHOMU KAaTeropuu
XapaKTEpU3yIOTCSI BBICOKOW CTENEHBIO JIATEHTHOCTH, W, KAaK CJIEICTBHE,
KpalHE HU3KOU PACKPBIBAEMOCTBIO.



[IpakTHka paccienoBaHMs YrOJOBHBIX JE€1 O TAKUX HPECTYILICHUAX
NOKa3bIBa€T, YTO MUX JIEr4ye NpPeIOTBPAaTUTh, YEM PACKpPbITh W HaWTHU
BUHOBHOTO.

Ha texkymmuit MomeHT Ha Tepputopun PecmyOnuku benapyce u
['poaHeHCKOM 00J1aCTH B YaCTHOCTH MOKHO BBIJIETTUTH CIEAYIOIINE Hanbosee
pacrpoCTpaHEHHbIE CIIOCOOBI M CXEMBbI XUIIIEHUH ¢ ucnoib3oBanuem UKT:

1. 3aBnaseHue NEHEKHBIMU CPEACTBAMH MO NPEAJIOroM NPOAAKA
TOBAPOB B COLMAJIBHBIX CETSAX M uepe3 MecceHmkepbl. Hambosee yacto B
nocJyielHee BpeMsi — B colMalibHOW cetu «MHcTarpamy». 310yMBIIUIEHHUKA
co3fatoT (eHKOBBIE AKKAyHThl MO MPOAAKE ONEKIbI, 00YBH, MPEAMETOB
MeOenn M HHTEphepa, HANOJHAIOT HX TEMaTUYECKUX KOHTEHTOM W3
CBOOOJIHBIX HMCTOYHUKOB cetu MHHTepHer ¢ ¢dororpadusimu  gaKkoObI
peanu3yeMoro ToBapa, psSA0M MOJOKUTEIBHBIX OT3BIBOB, U C JOCTYITHBIMU
EHaMHU HWXKE PBIHOYHBIX, BCTYNAIOT B TMEPENUCKY B Pa3IUYHBIX
MeCCEHKepax, Mpeiaras BHECTH 3a TOBAp MpeaoIuiaTy Jubo aBaHC MyTeM
nepevrciieHrst Ha 0aHKOBCKHM cueT. JlJisl moaydeHusl I€HEKHbBIX CPEJICTB MpU
3TOM, KaK MPaBUJIO, UCIIOIb3YIOTCS OAHKOBCKUE KapT-CcueTa MOACTaBHBIX JIUII
(«apomoBy, KaK OCBEJOMIIEHHBIX, TaK U HET), COIVIACUBILIUXCS O(POPMUTH HA
CBOC WMs OaHKOBCKYIO KapTy, MepefaB ee Ju00 ayTeHTU(PUKAIIMOHHbBIC
naHHble (JIOTMH M Tapojib CHCTEMbl JUCTAHIIMOHHOTO OaHKOBCKOI'O
oocnyxuBanus (nanee — CAbO)) nns gocryma k cuety. [anee mpoucxoast
NEepPeBOAbl JICHEKHBIX CPEACTB HA HWHBIE CYETa, HEPEAKO OOHAIMYMBAHUE
«IpornamMmu», WHBIMU HAHSATBIMHU 3JIOYMBIIUICHHUKAMU JIMIIAMH, OOMEH Ha
KPUIITOBAIIIOTY TOCPEACTBOM OHJalH-cepBucoB nubo WII — rpaxnasx,
NPEAOCTaBIAIONINX YKa3aHHbIE YCIYTU MYTeM pa3MElIeHUN OOBSBICHUU B
cetu MHTEpHET.

AHanoruusbsle 00bsIBICHHS O MPOAAKE TOBapa MOTYT pa3MellaThCsl Ha
BeO-caiiTax, B cOOOIIECTBAaX WIN IIyTEM PACChUIKA B MECCEHDKEpaX, a TaAKxKe
Ha caiTax apeH bl HaIBM>)KMMOCTH TIOJ1 PEJIOTOM BHECEHMSI TPEIOIIaThI 32
apeHly KBapTHUPBI.

2.  ®@uummHr (ot auri. fishing - ppiOHas J10BIs, BIYKUBaHUE) — OJIUH
U3 BUJOB MOIIEHHUYECTBA, LIEJbI0 KOTOPOIo SIBISETCA MOJy4YeHHE AOCTyIa K
KOH(UIECHIIMAIBHON HHPOPMAIIUU MOJIb30BaTENEH (PEKBU3UTAM OAHKOBCKUX
IJIATeXKHBIX KapT, JoruHam u mapoiisim C/IBO, mMoOwmnpHOro OaHKWHTA,
MACIIOPTHBIM JTaHHBIM ¥ WHBIM JIHMYHBIM CBEJICHHUSAM) B LENSIX MMOCIEAYIOMIETO
XUIIEHUSI JEHEXHBIX CpPEIACTB IOCPEACTBOM HCIIOJIb30BAHMS JaHHBIX
pekBu3uToB. Hanbosee yacto nanHas npecTynHas cXeMa peaju30BbIBACTCS B
OTHOIIICHUH KJIMEHTOB TOPTOBBIX MHTEPHET-ILIOMAN0K (Hanpumep, Kufar.by).
BricTynasi B poiu mokymaress, 37T0yMbIIUICHHUK HAXOJUT MPoJiaBlia TOBapa
U BCTyHaeT ¢ HUM B MEpenucky B mecceHxkepax («Viber», «Telegramy,
«WhatsApp»). OH coo0mnIaeT, 4To TOBAp €ro 3aMHTEPECOBAT U Y¥KE SIKOOBI



COBEPIINJ MPEIoIUIaTy (3a4acTyl0 BBICBUIAETCS CKPUHLIOT 3JIEKTPOHHOTO
Yeka O TMEepPEeUHCIICHUU CpeacTB). [ns Toro, 4TtoObl MOJY4YUTH JIaHHBIC
CpelICTBa, MPOJAABIYY KOOI HEOOXOAMMO MPONTH MO TUNEPCCHIIIKE U BBECTH
naHHble. HeBHUMATENbHBI WHTEPHET-TI0JIB30BATEh MOKET U HE 3aMETUTh
MOJMEHBI, TaK KaK MOJOOHbIE CTPAHUIIBl BU3YAIbHO CXO0XH C 0(hOpMIICHUEM
caiitoB u3BecTHhIX cepBucoB (Kydap, EPUII, CDEK, bennoura, caiTbl
pa3IUYHbIX OAHKOB U JIp.). AJlpec MOJACIbHON BEO-CTPAHUIIBI TAKKE MOXKET
HAIIOMHHATD peaIbHBIN (kufardostavka.by, erip-online.cor,
belarmsbank24.xyz, cdek-zakaz.info u np.). Ecnu xepTBa «momanercst Ha
YAOUYKY» M 3aloJHUT (OpPMY, COOTBETCTBYIOIIME PEKBU3UTHI JIOCTyMHa K
OAHKOBCKOMY CYETY OKaXXyTCsl y MpecTynmHuKa. Uepe3 cuMTaHHbIE MUHYTHI
37IOYMBIIICHHUK OCYIIECTBISAET AOCTYI K OAHKOBCKOMY CUETY U MEPEBOJUT
JICHEKHBIE CPE/ICTBA HA KOHTPOJIHPYEMbIE UM 0aHKOBCKHE CUETa MTOCPEICTBOM
cepucoB nepeBojga («MTbank», uHBIE), 3aperucTpupoBaHHbBIE Ha
MO/ICTABHBIX JIUII.

Nmenu MecTo ciaydau co3aaHus U UCIIOIb30BaHUS 3JI0YMBIIIICHHUKAMU
(UITUHTOBBIX CAWTOB, OPUEHTHUPOBAHHBIX IIOJ] 3aMPOCHI TOJIb30BATEICH B
MOMCKOBBIX cucTeMmax. ['paxkgaHe momamaroT Ha HuX mpsimo u3 Google u
Yandex mocne 3ampocoB THna «bemapycOaHK JUYHBIM ~ KaOMHETY,
«benarponpoMOaHKk HHTEPHET OAHKUHT» U T.J. Y BUJEB 3HAKOMBIN 3ar0JIOBOK
U JIOTOTHUII caiiTa B BbIJade Pe3yJIbTaTOB MOWCKA M HE yIOCTOBEPUBIINCH B
COOTBETCTBMM ajJpeca caWTa JEHUCTBUTEIIBHOMY JIOMEHHOMY HMEHHU
O0aHKOBCKOT'0 YUPEXKJICHUS, TOTEPIEBIIHNI 3aMOJHIET OTKPBIBIIYIOCS (Popmy
apTopu3aluu. B pe3ynbrare  BBEJCHHBIC JaHHBIC  OTHPABIISIOTCS
MPECTYITHUKY, a He 0aHKy. Jlajiee XuIeHue JeHer MPOUCXOAUT aHAJIOTMYHO C
BBIBOJIOM JICHEKHBIX CPEICTB HA WHBIE CUeTa, OOHAIMYUBAHHS JTNOO OOMeHa
Ha KPUIITOBAJIOTY.

Takoke mproOpena MmomyIsIPHOCTh MOIIIEHHUYECKasi CXeMa, CBSI3aHHas C
MIPOBEJICHUEM SIKOOBI «PEKJIaMHBIX aKIMii» OT UMEHU U3BECTHHIX B bemapycu
TOproBeix OpsHAO0B. Ilocie mpoxoxkIeHus ompoca Ha MOIJIEIBHOM calTe
(IpakTUYECKH HE OTJIUYUMOM OT OPUTHMHAIBHOTO) TMOJIb30BATEIIO JIJIs
MOJTYUYCHHSI BBIMTPHIIIA MPEAJIarajoch CKadyaTh U yCTAaHOBUTh MOOMIIBHOE
NPWIOXKEHNEe, TPUBS3aB K HEMy OOHYCHYIO M OaHKOBCKyIO KapTy. Ecmm
KEPTBA BBITIOJIHSUIA 3TO yCJIOBHE - MOIICHHHWKHU TMOIYy4Yaldd PEKBU3UTHI IS
XUIICHUS JCHE)KHBIX CPEIICTB.

3. Bummur_(anri. vishing, ot voice phishing) — onun u3 cnoco6os
MOIIIEHHUYECTBA C HCIOJIb30BAHUEM COLMAIBHON WHIKEHEPUH, KOTOPBIM
3aKJIIOYAETCS B BBIBEJICHUM 3JIOYMBIIIUICHHUKOB JKEPTBBI Ha JKEIAEMYIO
MOJIeIb TOBEACHUS C IEJIbI0 3aBJiaJieHus] KOHGUICHIIMATbHONH UHGOPMAIIUK
JUIsL TIOCIIEAYIOLIEro XHuIlleHUus cpenactB. Kak mnpaBmiio, MNpecTymHUKA
MacCKHUpPYIOTCSI B MECCEH/KEpax IO JIOTOTUIIOM y3HAaBAEMBIX OEIOPYCCKUX
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O0aHKOB, BBOJS B 3a0JyXJE€HHUE NOTEHIHAIbHBIX XKepTB. OT HMeHU
OaHKOBCKOTO COTPYJHHMKAa WIM TMPEACTABUTENSI MNPABOOXPAHUTEIHHBIX
OpPraHoOB  3JIOYMBINIJIGHHUKHA  COOOIIAIOT  JKEpPTBE, YTO HEOOXOJIUMO
OCYILIECTBUTh KaKHUE-TMOO EUCTBUS ¢ OAHKOBCKOM IUIATEKHOM KapTOM, Tak
KaK KTO-TO JIMOO TBITAETCS MOXUTUTh C HEe JICHEXKHbIE CPENCTBa, JHMOO
oopMIISIET KPEIUT, JIMOO MPOU3BOJUT IMOJO3PUTEIIBHYIO OIUIATY. 3aBJajEB
pPEKBU3UTAMU OAHKOBCKOW IUIATEXKHOM KapThl, MPECTYIMHUKHA OCYIECTBIISIOT
XUIIEHUE JICHEKHBIX CPEACTB € OAaHKOBCKOIO cueTa mnoTepreniiero. B
nocjeaHee BpeMmsi HauboJiee akTyaldbHas cXemMa — MOOYXKICHUE >KEPTBBI
OTKPBITh KPEIUT. 3JOYMBIILUICHHUKH COOOIIAIOT KEPTBE O TOM, YTO SKOOBI
KTO-TO IIOCTOPOHHUM IBITAECTCS OTKPBITH KPEAUT HA €€ UM, U IS €ro
JIeaKTUBAIIUH HEOOXOMMO CaMOCTOSITEIbHO OOpaTUThCA B OAHK M OTKPBITH
KPEAUT, IIEPECIIaB BIOCIEACTBUN PEKBU3HUTHI CUETA.

AHaJOTMYHO aKTyajbHA CXE€Ma 3aBJIAaJCHUS JICHEKHBIMU CPEACTBAMHU
nocpeacTtBoM HHCIEeHUpoBKkU J[TII mo BuHE OIU3KUX WM POACTBEHHUKOB,
KOTJIa TIOKUJIBIX JIIOJIEN BBIHYXKAAIOT MEPENaTh KPYIHbIE CYMMBbI JIEHEXKHBIX
CPEACTB JUIsi BO3MENIEHUS yliepOa, MOoJa MPEeIIorOM OCBOOOXKIEHUSI OT
YIOJIOBHOM OTBETCTBEHHOCTHU M T.II., IPU KOTOPOM TAKKE B KAKOW-TO YACTH
ucnoisb3yroresa UKT.

4.  BpIiMoOrareabcTBO WIM  IIaHTax. B psge  caydasx
3JIOYMBIIUICHHUKA ~ MOTYT  yIPOXAaThb  pa3MVIalieHUEM  Pa3JIMYHbBIX
KOMITPOMETUPYIOIINX CBEACHUM C IIETbI0 BEIMOraTesibcTBa. COUAIBHBIE CETH
— 3TO KJIaAe3b IMepCOoHabHOW uHpopManuu O 4esoBeke. I[lomyuus
HECAHKIIMOHUPOBAHHBIM JIOCTYNl K CTpaHUIlaM B COLUUAIBHBIX CETHX,
MEPENUCKE AJIEKTPOHHBIX IOYTOBBIX SIIMKOB U OOJAYHBIM aKKayHTaM U
3aBJIaJICB M300pAKCHUSIMH, HE TMpEeAHa3HAYEHHBIMU Il ITyOJIWYHOTO
MPOCMOTpPA, MPECTYMHUKH BCTYMAIOT B MEPEMUCKY C MOTEPIEBIIUMU, TPEOys
pa3HbIC ICHEKHBIE CYMMBI U YIPOKasl B CIIy4ae OTKa3a pacIpOCTPAHUTh UX B
cetu IHTepHET. AHAIIOTUYHO «HA YA0UYKY» NPECTYITHUKOB MONAIat0TCs JIUIIA,
BCTYNAIOIIME B TMEPENUCKY C pa3JWYHBIMU TOJL30BATEISIMA HA CalTe
3HAKOMCTB (3POTHUYECKOTO U TIOPHOKOHTEHTA), KOT1a OOIIEHHE TTPOI0JIKACTCS
B (popmaTe BUIICOCBSI3U U 3JI0YMBINIJICHHUK BBIHYXKIAC€T «KEPTBY» MOKa3aTh
OOHa)XCHHBIE YaCTH Tejla, B JalbHEHIIeM TpeOys MmepeBojia JACHEKHBIX
CPEIICTB TOJi aHAJOTUYHON YTrpo30i pacrpocTpaneHus doTtorpaduil WIu
BHUJICO3AMUCH, B TOM YHUCJIC YKa3bIBas MOTEPIIEBIIEMY KOHTAKTHI 3HAKOMBIX U3
COLMAIIBHOM CETH.

5.  CpoOoaHblii gocTyn Kk O0aHKOBCKOHM kapte. B psme ciydaes
MPUYUHON XHUIIEHUN ¢ OAHKOBCKUX CUETOB CTAaHOBATCS HE XUTPHIC CXEMBbI
MOIIIEHHUKOB, a OaHajbHasl yTeps KapThl, OCTABJICHUE €€ B JITKOJOCTYITHOM
MECTE WX Iepeladya WHBIM JIMLAM JJISI OCYLIECTBICHUS PA30BBIX IJIATEXKEN.
Pa3HOBUAHOCTBIO  MOAOOHOTO  JIETKOMBICIUSI  SBJISIETCA  XpaHEHUeE



(doTonzoOpakeHni OAHKOBCKUX KapT WJIU IUIATEKHBIX PEKBU3UTOB B MaMSTH
MOOUJIBHOTO TenedoHa, B TMOYTOBOM AaKKayHTE WM JIUCTAHIIMUOHHOM
oOnayHoM xpanuiumie. [Ipy HECaHKIIMOHMPOBAHHOM JOCTyIE K TaKoOMy
XpaHWIUIY TPECTYNMHUK TMOJy4aeT OCECHpemnsiTCTBEHHBbIH JOCTYyN K
0aHKOBCKOMY CYETy ero Biajaenbmna. Puck ocrtaTbcs 0e3 3apaboTaHHBIX
JIEHEKHBIX CPEACTB TaKxke yBenuyusaeT xpaneHue PIN-kona psaaoM ¢ kaproi
(Hanpumep, 3alMCAHHBIM Ha OYMaKKe B KOIIIEJIbKE UJIM HAa cCaMOil OaHKOBCKOM
Kapre).

6. BEC-araku (koMnpomeTanus 1e/J10BOii 3JIeKTPOHHOI MepenucKu)
C LeJbI XHWIIEHHS JEHEeKHbIX CPeACTB MNpPeINpUATH ¢ MOIAMEHOH
PEKBHU3HUTOB 0AHKOBCKHX CYETOB KOHTPAreHTAa.

Croco0 coBepuleHHMs] paccMaTpUBA€MOIro BHUJAa MOIICHHUYECTBA
3aKJIIOYaeTCs B MOJIMEHE DPEKBU3UTOB OAHKOBCKHX CUETOB 3apyOeimHBIX
koHTpareHToB (Ilonpma, Mranus, JlutBa u np.) mpu omuiare 3a MOCTABKY
TOBapOB.

Tak, mocne corjiacoBaHusi CYIIECTBEHHBIX YCIIOBUM KOHTpakTa
C 3apyOeKHbIM MapTHEPOM, a B OTACNbHBIX CIy4asX WU €ro MHOANHCAHUS
Ha JJICKTPOHHYIO IOYTYy OpraHu3anuu (IpeanpuaTvs) NIpeCcTyIHUKaMU
HANpaBJIAE€TCA COOOIIEHUE SKOOBI OT MMEHU COTPYAHHKAa HHOCTPAHHOTO
KOHTpareHtra 00 W3MEHEHHWU PEKBU3UTOB OaHKa W HEOOXOJUMOCTU
NIEPEYMCIICHUS] ICHE)KHBIX CPEACTB HAa HOBBIW CUET (HaIpuMep, 0 NpUYMHAM
yIjlaThl 3HAQYUTEIBLHOIO Hajora B paHee oOOCIyXuBarolleM OaHKe,
NPEBBIIICHHS JIMMUTA HAa CYETY, MPOBEACHUS B OTHOIICHUM MPEINPUSATUSA
roCyJAapCTBEHHOTO ay/IUTa).

[Ipu »>TOM ajxpec HSJIEKTPOHHOM TOYTHl MOIIEHHUKOB HMEET
3HAYNUTEIBHOE CXOJICTBO C PEAIBHBIM, YTO YAaCTO OCTAETCS HE3aMEUEHHBIM
(marmpumep, Sales.bianchi@gmail.com Bmecto sales@bianchi.com), a B
OTJENbHBIX CIydasx SBIsAETCS UACHTHUHBIM. OCOOEHHOCTBIO TAKXKE SIBISIETCS
TO, UTO B COJAEP>KAHUM NEPBOHAYAILHO HAIMpPABISEMbIX MUCEM OTCYTCTBYIOT
KaKue-11u00 BIIOKEHUS, TUNEPCCHUIKH, B CBSI3W C YE€M OHHM HE BbI3BIBAIOT
NOJO3PEHUSI 'y  COTPYAHMKOB OpraHM3aldd HM HE  ONpPeAesstoTCs
AHTUBUPYCHBIM  IPOTPAaMMHBIM  OOECIEYEHUEM B  KauyeCTBE  yIPO3bl
oezonacHoctu.  Ilocnenyromas  mepenucka — yXe€  OCYIIECTBIISIETCS
C KMOepIpeCcTyIMHUKAMH.

Peanmusamusa nogoOHOW CXEMBI XHUILEHHWS BO3MOXKHA C ITOMOIIBIO
NOJIyYEHUS! HECAaHKIIMOHUPOBAHHOTO JIOCTYIMA K 3JEKTPOHHOM MOYTE OJHOMU
U3 CTOPOH CHENKH (MOCPEICTBOM JIEUCTBUS BPEJOHOCHOW MPOrPaMMBbI,
¢bummHra, noxdopa mnaposs). IlomyyuB moCcTynm K 3JIEKTPOHHOW MOYTE
CyObeKTa XO3SHUCTBOBAHMS, MPECTYNMHUKHU pACMOjararoT HHQPpopMaiuein o
peAMETE, YCIOBUSAX JAOTOBOPAa M MOTYT BECTH MEPEMUCKY, HE BbI3bIBAs
nono3penus. Ilostomy B ciydyae HEOOXOJUMOCTM HWMH HaIpaBISIOTCS




JNOTOJIHUTEIBbHOE  COIVIAIIEHWE, WHBOMC, OJHAKO C  HU3MEHEHHBIMHU
pEKBU3UTaMH OAHKOBCKOI'O CYETA M KOHTAKTHBIMU JAHHBIMH MPEICTaBUTEIIEH
GbupMBI MyTeM UX HAJIOKEHUs Ha MOJTOTOBIICHHBIE paHEe U COXPAaHEHHBIC B
cooOmIeHusIX JOKyMeHThl. [lpm 3TOM mHChMa peambHOro KOHTpareHTa
BCJICJICTBME W3MEHEHHUSI HACTPOEK DJIEKTPOHHOM MOYTHI aBTOMATHYECKHU
NOMEYAIOTCS KaK MPOYUTAHHBIE U IIEPEapeECOBBIBAIOTCA B TAanKy «Criam» Uiu
«Kop3unay.

UtoObl He cTaThb JKEPTBOW KUOEPIPECTYNHUKOB HEOOXOIUMO
NPUACPKUBATHCS CIEAYIOMINUX TPaBUIL:

- HUKOT/Ia, HUKOMY M HHM TIPH KaKUX OOCTOSITEIHCTBAX HE COOOIATH
PEKBHU3UTHl CBOMX OAHKOBCKHUX CUETOB U OAHKOBCKHUX KapT, B TOM YHCIIE
JULaM, TPEICTaBUBILIUMCS COTPYIHUKAMHU OaHKa WM MPaBOOXPAHUTEIbHBIX
OpraHoB;

- HE cleAyeT coo0Iarh B TeJle(OHHBIX pa3roBOpax U MpU OOILIEHHUH B
COIICETSAX TOJIHBIM HOMEp KapTO4yku, cpok ee neuctBus, kox CVC/CVV
(HaxopmsuIMecss Ha OOpaTHOW CTOPOHE KapThl), JIOTUH U MApOJib K UHTEPHET-
OaHKUHTY, MACMOPTHBIE JTaHHBIEC, KOJ0BOE CJIOBO (1udpoBoii koa) uz SMS-
COOOIICHUI;

- B Clly4ae MOCTYIUIEHHS 3BOHKA «OT COTPYJIHHKa OaHKa» HEOOXOAMMO
YTOYHUTH €ro (paMuiInio, HoMep TeiaepoHa, Mocjae Yero 3aBepLIuTh Pa3roBop
U CaMUM IMO3BOHUTH B 0AHK WJIM B KPYIJIOCYTOUYHYIO CITy>KOy cepBHCa, HOMEP
KOTOpOW HalucaH Ha OOOPOTHOW CTOPOHE IJIATEKHOW KapThl, COOOUIUTH O
ciayuyuBLieMcsa. Ckopee BCero, HIKaKux HECAaHKIIMOHUPOBAHHBIX Olepaluil He
OBIJ10, ¥ HUKTO U3 0aHKa HE 3BOHMII;

- B TOM clly4dae, €clid C UCIoJIb30BaHueM Baiiero cuera u mpaBja KTo-
TO OyJIeT MBITAThCS COBEPIINTH HECAHKIIMOHUPOBAHHbBIE ONEpaliui U OaHK 3TO
3aMETUT, TO €ro COTPYJAHUKH CIEepBa HWHULMATUBHO 3a0JIOKUPYIOT
OAaHKOBCKYIO IJIATEXKHYIO KapTy, 3aTeM cooOiar BaM npuyuHy OpUHSITOrO
penieHus (HU4ero He YTOUHSs) U IPUTJIACAT MOCETUTh OaHK C MaclopToOM s
MOJTy4YCHUs HAJIWYHBIX JICHEKHBIX CPEACTB W HAMKMCAHWUS 3asBIICHUS Ha
MIEPEBBITYCK KaPTHI;

- HM B KOEM clly4ae HE€ MpEeAOCTaBISTh JOCTYIl K MOOWIbHOMY
YCTPOICTBY MOCTOpOHHUM JuliaM. Hukoraa He ycTaHaBnuBaTh Mo mpockoam
HE3HAKOMBIX JIMI] TPOTPaMMBbl YJAJIEHHOIO JIOCTyNa, TaKUe, HalpuMmep, Kak
«AnyDesk», «TeamViewer» u np. He cooOmare He3HAKOMBIM JIHIIAM
CeaHcoBble KOJbl. YUepe3 3TH MNPUTIOKEHUS MOUICHHHUKHA MOTYT MOJIYYHUTh
JOCTYIl K MOOWJIBHOMY NPUIIOKEHUI0 HWHTEpPHET OaHKMHTra Ha Bainem
YCTPOWCTBE M COBEPIIUTHh XMILEHUE JIEHEKHBbIX cpenctB. Creayer 3HATH:
COTPYAHUKHU OaHKOB HHUKOTJAa HE HCHOJB3YIOT JIsl CBA3U C KIMEHTaMu
MmecceHnxepsl («Vibery, «Telegramy, « WhatsApp»);



- B HACTOsIIIIee BpeMsI POCTO HEOOXO0AUMO HAJINUYHE BTOPO OaHKOBCKOM
MJIATEKHOM KapThl, HE TPUBSA3AHHOW K OCHOBHOMY OaHKOBCKOMY CYETY
(HampuMep, 3apIUIaTHOMY). DTON KapTOil CleayeT pacCUMTHIBATHCA B CETH
WHuTepHeT, 3apaHee MOMOJHSAA €€ Ha HEOOX0IUMYI0 cyMMy. B TakoMm ciyuae
Bbl cMoxkeTe 06e30macuTh CBOM OCHOBHOM OaHKOBCKUU cueT. MHoTHE OaHKU
npejylaraloT CBOUM KJIMEHTaM YCIYTY BBINYCKa «BUPTYaJIbHOM KapThD».
[Iponiecc ee OTKpbITUA HE TpeOyeT TMOCEHIeHUs KIMEHTOM OaHKa H
MpEJCTaBISIET COOOM JOCTATOYHO OBICTpHIM mpouecc. B utore Bel cTanere
oOsiajatesieM »HJIEKTPOHHOTO aHajiora OaHKOBCKOW KapThbl, IMOCPEICTBOM
KOTOPOW CMOJKETE PacCUMTHIBATHCS 3a YCIyru B ceTu MHTepHeT 0e3 pucka
CKOMITIPOMETUPOBATh OCHOBHOM OaHKOBCKHil cueT. [Ipocto mepexn omnaroi
CJIETyeT TIOTIOJHUTD €€ He0OXO0MMOI CYMMOI ¢ OCHOBHOM KapThl;

- KQXK[bII Brajesnel 0aHKOBCKUX IUIATEXKHBIX KapT MOXKET HACTPOUTHh
COOCTBEHHBIM alTOPUTM OE30MAaCHOCTH MpPH HMX HUCHOJb30BaHUM. JJs
oOecrieyeHUsT COXPAHHOCTH JICHEKHBIX CPEJICTB, pa3MEIICHHbIX Ha
OaHKOBCKHMX CUETaX, KaXJbId JepiKaTesib KapTOYKU MOCPEACTBOM CHUCTEM
JUCTAHLIMOHHOTO  OAaHKOBCKOTO  OOCHY>KMBaHUSI  MOXET  YCTaHOBUTH
WHIUBUIyaIbHbIE OTpaHuueHus (MUMUTHI/3anpeThl). Cpeaum OCHOBHBIX —
cienymomnme: noakirdeHue  TexHoiorum  3D-Secure  (oOs3arenbHOE
MOATBEPKICHUE OIEpalnii, COBEPIIAEMBIX JIEPKATEIAMU KapTOYEK C
MPUMEHEHUEM WX PEKBU3UTOB B ceTH VHTEpHET); ycTaHOBJIEHHE OaHKOM-
SMUTEHTOM  OrpaHWYEHHWE HA TMPOBEACHUE  PACXOJHBIX  OIEpalUid
(MakcuMasbHas CyMMa U KOJIMYECTBO OIEpalluii B OMNpPEEICHHBIA MEePHO
BPEMEHH); BO3MOXKHOCTh CAMOCTOSATEJIbHO yCTAaHABJIMBATH OTPAaHUYCHUS (HA
IIPOBEACHUE oOlepaluil B ceTd MHTEepHET, Ha COBEPIICHHUE Ollepaluid B
KOHKPETHOM CTpaHe, Ha COBEPILIEHUE OTACIbHBIX BUIOB ONEpaIUii);

- qnus  J0CTylma K CHCTeMaM JHCTAaHIIMOHHOTO OaHKOBCKOTO
oocnyxuBanus (CBO) m nuuHBIM akKkayHTaM HEO0OXOAMMO HCIOJIb30BaTh
CJIOKHBIE TTAPOJIH, UCKITFOYAIOIIINE BO3MOXKHOCTh UX MoJi00pa. Pekomenayercs
COCTaBJIATh KOMOMHAIIMY TTApOJiei HEe MeHee ueM U3 12 3HakoB (LU pbl, OYKBbHI
¥ CUMBOJIBI B pa3HOM peructpe). CrneayeT co3aaBaTh YHUKAIbHbIE MapOJIn JJIsI
KaXJO0TO0 cepBUCa B OTHEIbHOCTA. CTOUT BO3JEPKATHCA OT MapoJIeH,
COCTaBJICHHBIX M3 JaT POXKIACHUSA, UMEH, (DAMUIUN — TO €CTh TE€X, KOTOPhIE
JIETKO BBIYUCIUTH U3 OOIIEIOCTYTHBIX UICTOYHUKOB HH(OpMaLnK (Hampumep,
TEX K€ COLIMaIbHBIX ceTeil). Takxke cienyer peryiasipHO MEHSITh NapoJiv, YeM
yaimie — TeMm Jyuiie. [lonb3yiTech TONBKO MPOBEPEHHBIM MEHEIKEPOM
apoJiei;

- MpU TIOCTYIUICHUU B COIUAIBHBIX CETAX COOOIIEHHH OT JIHII,
COCTOSIIIIUX B KATErOpUM «JIPYy3bsi», C MPOCbOAMU O TMPEAOCTaBICHUU
PEKBU3UTOB OAHKOBCKUX IUIATEKHBIX KapTOUEK — HE CJEAyeT cpa3y ke
OTBEYaTh Ha MOJ00HBIE cooOIIeHusA. Hepenko Takue nmpochkObl pacChUIalOTCS



OT MUMEHHU JIpy3€eil MpecTymHUKaMH, B3JIOMABIIUMHU AKKAayHT B COLIMAIBHOM
CeTH W MOJYYUBIIMMH JOCTYN K KOH(uIeHIManbHOU mepemnucke. [loatomy
CHayajga HEeOOXOJMMO CBS3aThCS C ATUM YEJIOBEKOM (IO TeneoHy, JIUYHO
BCTPETUTHCA) U YTOUHUTD, JEHCTBUTEIBHO JIM OH HYK/1a€TCS B IOMOIIIH;

- I TOTO, YTOOBI HE CTAaTh >KEPTBOM MOILIEHHHUKA, TTO3BOHUBIIIETO T10
TeneOoHy U COOOIIMBILIETO O MMONaJaHuu B O€ly pOACTBEHHUKA, HEOOXOIUMO
HEMEJICHHO IPEKPATUTD TeNe(hOHHBINA pa3roBOP. DTHUM MPECTYMHUK JTUIIHTCS
BO3MOXHOCTH  HCIIOJIb30BaTh CBOU  IICUXOJIOTUYECKHUE TMPHUEMBl  JUIs
Bo3nencTBus. [lociae 3Toro cieayer mepe3BOHUTH OJIM3KOMY YEIOBEKY U
JUYHO YTOYHUTH Yy HEro, 4TO MPOM30ILI0. Eciu 3BOHUBIIMK yBEpsET, 4TO
POJCTBEHHUK HAXOJIUTCS B MWIMIIMUM WM C €r0 Yy4acTUEeM MPOBOJISATCA
CJIEJICTBEHHBIE JCHCTBUS, HEOOXOAMMO MO3BOHUTH B JIEKYPHYIO YaCTh OpraHa
BHYTPEHHHUX JIeJ1 Wi 110 HoMepy 102, 1 BBISICHUTh TPaBIAUBOCTh €r0 CIIOB;

- B LEIIX 3alllUThl YCTPOMCTB HEOOXOJUMO HCIOJIb30BaTh
JULEH3UOHHOE  MpOrpaMMHOE  OO€CleueHHUe, PEryjasipHO  OOHOBJISTH
nporpaMMHOE€ OO€CI€YEeHHE U  ONEPAlMOHHYI0 CHCTEM. Y CTaHOBUTh
AHTHUBUPYCHYIO TMpOTpaMMy CJEIyeT He TOJbKO Ha TEePCOHAIBHBIN
KOMIIBIOTEP, HO U Ha CMapT(OH, MJIAHIIET U PETYJISIPHO OOHOBIIATH €€.



